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Overview
• Xen

– What is Xen
– Paravirtualisation
– Configuration / Starting / Migrating

• Why Virtualization – Use cases
– Virtual Cluster
– How installed

• Xen Performance
– What to measure
– How to measure
– Results

• Xen Life Demo
– Starting, Stopping
– Migrating
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Xen: History

• Approx. 2 years old
• Started by the Systems Research Group of the University of Cambridge, UK
• Originally part of the Xenoserver project

• Idea: A distributed network of OS
  environments tailored to the user's needs

• Xen is thus closely related to the ideas of Grid Computing !
• Now available in Version 2.07
• Outlook: Native execution of arbitrary Intel-based OS feasible using
  hardware virtualisation features (Intel Vanderpool)
• Ports to 64 bit platforms underway (with the help of AMD, Intel, ...)



Marcus.Hardt@iwr.fzk.de  GridKa School 2005 4

Xen: Migration

Xen can migrate domains between different physical hosts 
while keeping the network connection alive !
• Create a copy of the memory allocated to a given domain, 
  while it is still running
• During migration, only an incremental backup of the
  domain's memory needs to be copied
• Network connections are kept alive, including IP
• No check-pointing needed !!!
• Downtime in the range of milliseconds
• Disadvantage: disk image must be on shared storage !
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Techniques and Products (OS)

CPU1, CPU2, ...
OS1

CPU1, CPU2, ...
Host-OS

OS1
Prozess

OS2 OS3

OS2
Prozess

OS3
Prozess

Virtualisation
with hardware
or specialised
master-OS (e.g.
microkernel)

Guest-OS is a process:
higher overhead, but
easier to implement

IBM zSeries
XEN
ESX Server

VMWare Workst.
GSX Server
Usermode Linux
Win4Lin
Bochs
Virtual PC
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Xen: Paravirtualisation

• Priviledged calls 
  are done through 
  dedicated interface
  in domain 0
• Advantage:
  Very high per-
  formance (low
  overhead, very
  little emulation 
  necessary)
• Disadvantage:
  Guest-OS must
  be ported to
  Xen (but not the
  applications !)
• But: very minor 
  adaptations, in the
  range of O(3000 LOC)
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Xen: Configuration, Starting
• Configuration with Python Script
• Starting with the command
  “xm create -c myconfig”
• Possibility to attach X output, e.g.
  with VNC
• External IP assigned e.g. via DHCP
• From the outside, domains cannot
  be distinguished from physical hosts
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Xen: Cross Platform !
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Virtualisation: Use Cases

• Installation Course on cluster/grid computing:
– Summerschool on Gridcomputing at FZK
– ~40 Students vs. 16 available PCs
– PCs required for max 3 days

=> My boss won't buy missing PCs for that time (est. 75)
– Virtualisation provides:

 No need to buy additional 60 PCs (obvious)
 No need to install 60 additional PCs
 Students can check output of booted Xen domains via ssh
 last year we moved and installed 40 PCs (1.5 Racks) in the offices



Marcus.Hardt@iwr.fzk.de  GridKa School 2005 10

Virtualisation: Use Cases

• Simple installation of a virtual cluster:
– Linux installation:

 mount -o loop image mnt
 ssh <installed machine> tar csp / | (cd mnt;tar xsp)
 Additional modifications:

• /etc/fstab
• /etc/passwd
• /lib/tls

– Image duplication
 for i in `seq 1 100`;do cp image image-$i; done

– Booting
 for i in `seq 1 100`;do xm create <conf> id=$i; done

– Network via dhcp
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Virtualisation: Use Cases

• Submitting a job to “the grid”
– The grid = 

Scattered heterogenous resources with different admins
– Developers can hardly cope with that
– Virtualisation allows:

 Developer is given an OS image
 Image is transported to resource
 ... booted ... processing ... executed ... results returned
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Virtualisation: Use Cases

• IT Consolidation
– Start/stop servers on demand

 maybe based on monitoring information (load, response time, ...)
– Self healing hardware

 One standby server per IT department 
                                 vs. one per (important) service

– Easy provisioning of machines
 cp Debian-stable.img webserver-ukuug.org.img
 xm create ...

– Concentration of rarely used machines to one
 est. 100-200 EUR per machine per year. (1 EUR/W/a)

– Migration of domains helpful for administration
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Virtualisation: Use Cases

• Load Balancing in Cluster Systems
– Oversubscription of the cluster

 Some jobs do I/O, while others compute
– Individual Operating Systems provided
– Easier administration, especially of SMP machines
– Migration helps administration
– Phython based configuration increases flexibility
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Virtualisation: Use Cases

• Using Windows Desktops (for reasonable work) (to sell CPU cycles)

– We have est 4000 Windows Desktops at FZK
 Idle 76% of their time (used 8h on 5days a week)
 Doesn't require air-condition

– Once Xen supports Windows in domU....
 Run two domains on every Desktop:

• Windows Desktop
• Cluster Node

o Image supplied by customer

 When Desktop is used, cluster can be suspended or migrated away
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Virtualisation: Use Cases

• My rootserver
– 70 EUR/month: 

 Xeon 2,8GHz, 1GB RAM, 80GB HDD, 0.5TB traffic
– Big enough to be shared with 4+ people
– Xen provides enough security to do this
– Issues:

 Provider only allows one MAC Adress on the port of the switch :-(
 Provider runs all subnets with only one IP

• After some work it works :-)
=> I save 60EUR/month
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Part II

There is no such thing as a free lunch
 or
      How much performance does virtualisation cost?
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Xen Performance

• How measured
– Hardware

 Dual-PIII-700MHz / 1GB RAM / 40GB Disk / 100Mbit/s
– Reference Measurement 1-4,8 parallel runs on plain smp
– Benchmark installation booted and run on 1-4,8 xen domains

 I/O: Partition and Image backed instances
– Comparison Measurement on 1-4 UML instances

– Commercial Products yet to be compared
 MS Virtual PC
 VMWare, cannot be published, license restrictions 
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CPU Benchmark

• CPU Benchmark
– “Four in a row” of http://www.freebench.org

 Play four in a row against itself
 Integer bound

– Why?
 It's free, and doesn't need much RAM (SPEC does)
 It doesn't run too long



Marcus.Hardt@iwr.fzk.de  GridKa School 2005 191 2 3 4 8
0

0,1

0,2

0,3

0,4

0,5

0,6

0,7

0,8

0,9

1

1,1

CPU

SMP
xen-2.0.6/img
xen-2.0.6/raw
uml/hda



Marcus.Hardt@iwr.fzk.de  GridKa School 2005 20

Memory Benchmark

• Memory Benchmark
– pCompress2, http://www.freebench.org

 Integer bound, but also memory intensive
 Intensive use of memcmp, memcpy and qsort

– Why?
 First one I came across
 considering streamer
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Network Benchmark

• Network Benchmark:
– tbench http://samba.org/ftp/tridge/dbench

 Network bound
– dbench and tbench simulate the load of the netbench benchmark
– tbench produces the network load (dbench=disk)
– Why?

 Free
 Easy to use
 Fast



Marcus.Hardt@iwr.fzk.de  GridKa School 2005 231 2 3 4 8
0

0,1

0,2

0,3

0,4

0,5

0,6

0,7

0,8

0,9

1

NET

SMP
xen-2.0.6/img
uml/hda



Marcus.Hardt@iwr.fzk.de  GridKa School 2005 24

Disk I/O Benchmark

• Disk I/O Benchmark
– DD:

 dd if=/dev/hdaX of=/dev/null bs=32k count=32k
 Image backed vs. Partition backed

– Why?
 Simple
 Flexible
 Free ;-)
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Kernel Benchmark

• Kernel Benchmark:
– make -j4  
– Why?

 Standard application benchmark
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Trouble experienced using Xen

• Linux cannot keep images on NFS
– Use SAN, GNBD or iSCSI instead

• /lib/tls problem
– mv /lib/tls /lib/tls.disabled.for.xen
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Conclusion

• Stable Virtualisation Environment
– Proven to serve as “grid in a box”

• Good Performance
– Less than 10% virtualisation cost (except net i/o: 20%)
– Better than userspace tools (UML, VMWare Workstation)

• Easy to use and install
• Very active user community

– Fast and good answers via mailinglist
– Up to date with recent changes in Debian

• Commercial Support available additionally
• Supported by hardware manufacturers
• Unique live migration capability
• Try it out
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Life Demo

• Booting a xen-Virtual Machine
• Suspending/Resuming a VM
• Migrating VMs between hosts

• Questions


